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To help children use IC

ICT Crime Prevention Class

ICT crime prevention class.

e

afternoon session (for junior high school stuc

July, 2025

equipment safely, the Okinawa Police Station held an

ne participants were divided into two groups: the morning session (for

ementary school students) by the Uruma Po

Police Headquarters.

~Content~

ice Department, and the
ents) by Okinawa Prefectural

AM session by Uruma Police Station PM session by Okinawa Prefectural Police

(for EL students)
Crime Prevention Class
- About the Internet P. 11
- About Cybercrime P. 13

- Don't Keep It to Yourself, Seek Advice P. 13

Headquarters (for JH students)

Cybercrime and how to Prevent It

- What is Cybercrime? P. 14
 Problems and Solutions P. 14
 About SNS Issues P. 16

- You Can Also Consult the Police P, 18 1°




Uruma Police Station: AM session (for EL students)
Crime Prevention Class

For younger students:
Two promises

- Ask someone at home when
using a smartphone, etc.

- Do not give out your ID or
password even to friends

- About the Internet
There are many social networking sites (Facebook, YouTube, LINE, etc.) around us, and
they have three good points; free, easy, and convenient. However, the Internet is like
scissors: convenient but potentially dangerous. Be sure to use them correctly.

Actual Incident 1 (due to messages): A misunderstanding_in communication leads to bullying.
A: "Happy birthday. What do you think of the present from C?"

B: "The present from C is really cute, isn't it" (Misunderstanding due to lack of context.*This
happens more In Japanese as the Japanese language abbreviates some expressions. Emojis can
support the meaning.)

A to C: "B said the present isn't cute’ (Possible defamation, insult, or intimidation charges)

Key points: Improve your communication skills to avoid trouble! It's important to meet and

talk! Before sending a message, ask yourself, "Is it okay for anyone to read this?"
11



Actual Incident 2 (image-related): My selfie with a funny face went viral!
This image-related issue led to a high school girl in Hokkaido jumping off a
bridge and committing suicide. (Possible defamation and insult charges)

Actual Incident 3 (trouble caused by “part-time job terrorism”): | posted a silly photo!

A boy took a silly photo at his part-time job, posted it on the internet, and it spread. As a
result, the sales were affected, and he was charged to pay damages. (Possibile of property
damage and obstruction of business charges)

This could put your future at risk if you end up with a “digital tattoo.”

Key point: Don't send anything that has been sent to you without permission! Before
uploading, get permission and ask yourself "Is it okay for anyone to see it?"

The scary thing about the internet iIs that it connects us to the world.
The internet Is like a pair of scissors: useful but potentially deadly.
It's good to use this convenience as much as you can, but make sure you use it correctly!
12



- About Cybercrime
- Personal identification: If you post school photos, you may become a victim of stalking.
- Impersonation: Contacting someone thinking they are a celebrity may lead to being a victim of fraud.
- One-click: You may become a victim of high charges from advertisements within games.

- Unlicensed part-time jobs: You may be deceived by the promise of "earn money in a short period of
time" and your personal information may be stolen.

For younger students:
Three promises

- Do not post

- Do not believe it

- Do not meet people
on the internet

t's dangerous to meet people you meet on social media.
Do not trust or meet people on the internet easily.
t Is necessary to check and determine whether the information is safe.

- Smartphone game addiction: Symptoms include irritability, impatience, anxiety, difficulty in control,
reversal of priorities, and disruption to daily life. It i1s scary receiving high charges! When making a
purchase online, always consult with a family member!

- Don't keep it to yourself, talk to someone. Police hotline: #9110 thse will be in Japane9
IT you are worried, talk to an adult, such as your parents or Sorae: 098-943-5335

: : 24-hour Children's SOS Hotline: 0570-0-78310
a teacher! Also, talk to the police or other helplines!
P P Children's Rights Hotline: 0120-007-110




Okinawa Prefectural Police Headquarters: PM Session (for JH school students)
Cybercrime and How to Prevent It

- What i1s Cybercrime?

These are crimes that involve the misuse of the Internet or smartphones. For
example, they can be used to say bad things about someone online, or they can log
into someone else's account and steal game items or credit information. (Possible
defamation and unauthorized access law charges) The number of these crimes is
INnCreasing every year, so it Is important to be careful.

Characteristics of cybercrime:

-Anonymity makes it easy to impersonate someone
-There are no time or place restrictions

-People have little sense of being a criminal

 Problems and Solutions

Kidnapping case using social media 1: A 9-year-old girl was kidnapped through a smartphone game.
Kidnapping case using social media 2: A 16-year-old was kidnapped and murdered.

If you meet the person, it's irreversible! Don't meet people online easily! If there's something, don't
hide it, and talk to someone! (Have a crime-prevention mentality) 14
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- Regarding abusive comments on social media: Actual online conversations
included things like "Die" and "You're ugly.’

The reason these slanderous comments are so common is because of
thoughtless thoughts such as "It's not being seen by people all over the world,”
"No one will know who wrote it,” and "lt's okay because everyone is doing it."

Of course, If you do something bad, you will be punished. The police can

investigate your online conversations. (Possible defamation and intimidation
charges)

Actual incident 1: A third-year JH school student committed suicide after being subjected

to slander and defamation after being talked about in a group that he was not a member of.

Actual incident 2: Former professional wrestler Hana Kimura committed suicide due to
slander. (Adults are also victims of slander.)

Don't say things you can't take responsibility for! Recognize that excessive bad-mouthing
(bullying) is a crime. Speak responsibly! Don't hide anything, and seek advice when needed!

15



- About SNS Issues

Actual Incident 1: A video of someone putting boogers in the dough at a pizza restaurant where he
worked part-time.

Actual Incident 2: A photo of someone licking a soy sauce bottle at a sushi restaurant. The person In
guestion, the photographer, and another friend who was there were arrested.

Actual Incident 3: A boy posted a video of himself licking a teacup at a sushi restaurant on the
internet, the video went viral (the individual was identified from his graduation album), causing a drop
in the restaurant’'s sales and resulting in the restaurant demanding 67 million yen in damages.

Your information will be exposed and turned into a “digital tattoo!” It could even affect your future!

- If you take nude photos of yourself and send them to your partner, it can be irreversible!
The victims of “revenge porn” are particularly common among women in their 20s and under.

It Is risky to keep nude photos/videos on your phone, considering the chance of your account being
hijacked.

+ Men can also be victims!

Actual case: A beautiful woman sent a message saying, "Please send me your photos too." When the

boy sent a nude photo, she threatened to spread it around and took his personal information and

credit card information. (Cases increasing in Okinawa.) 16



+ Dangers lurking in photos and videos
>Do not take photos or videos without the person's permission
>Do not use other people's photos without permission (this may violate copyright law)

>|f you post many photos showing the names of nearby schools, parks, etc., your area may be

identified and you may be involved in a stalking incident.
- Be aware that strangers are looking at your social media.

- Think carefully before posting photos and videos.
- | you have any concerns, don't hide them, but consult with others.

- Points to note about smartphone (online) games

Actual incident 1: A friend in the game said, "I'll beat the level for you if you tell me your account ID
and password.” After the account information was provided, all of the in-game items were stolen, and
the boy received a bill of in-game purchases.

Actual incident 2: A boy bought an account for 50,000 yen through an account trade, but in the end
he couldn't access the account. (Fraud)

- Do not use other people's IDs and passwords without permission.
Do not cheat (do not misuse methods written on the Internet.)

Do not become too enthusiastic (may get involved in shady part-time jobs just to get the games.)

17




Summary

 Don't worry alone. Communicating wit
- The Internet is not a different world.
 Be considerate of others!

n strangers Is dangerous!

~ollow the rules and manners!

Judgment, self-control, responsibility,
and imagination (what will happen if | do this?) are important!

When you are worried, talk to another adult (your family, a teacher).
You Can Also Consult the Police
Police Safety Consultation | Okinawa Prefectural Police: 098-863-9110

GEWHI be in Japane59
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